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General Data Protection Policy and Procedure
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1. Overview	
	
1.1. The first part of this policy applies to the personal data of job applicants, employees, workers, contractors, apprentices and alike, referred to as HR related personal data. The latter part also addresses the Company expectation with regards to managing confidential information. 

2. Data protection regulations – an overview

2.1. The Company seeks to comply, and requires employees to comply, with the principles of the Data Protection Regulations.

2.2. The Company, from time to time, needs to process personal data. We will always ensure that we have a lawful basis for processing your personal data. Where additional consent is required you will be notified and consent will be requested in written form.  If information is being processed by any additional third parties, once again, you will be notified and your consent requested. No data will be retained for longer than is necessary.   We all have a duty to ensure that information is dealt with securely and confidentially however it is collected, recorded or used - whether on paper, in a computer or recorded in some other way. 

2.3. Responsibility for data protection compliance is with the senior management team within the organisation. Please contact your line Manager should you have any queries or concerns.

3. Definitions

“Data” is information which is stored electronically, on a computer, or in certain paper-based filing systems.
"Personal data" is any information that relates to a living individual who can be identified from that information. Processing is any use that is made of data, including collecting, storing, amending, disclosing or destroying it.
“Data controllers” are the people who or organisations which determine the purpose for which, and the manner in which, any personal data is processed. They are responsible for establishing practices and policies in like with the regulations.
“Data users” are those employees whose work involves processing personal data. Data users must protect the data they handle in accordance with this data protection policy and any applicable data security procedures at all times. 
“Data processors” include any person or organisation that is not a data user that processes personal data on our behalf and on our instructions. 
"Special categories of personal data" & “Criminal records data" means information about an individual's racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual orientation and biometric data or about an individual's criminal convictions and offences, and information relating to criminal allegations and proceedings. Sensitive personal data can only be processed under strict conditions, including a condition requiring the express permission of the person concerned. 
4. The principles of the Data Protection 
The organisation processes HR-related personal data in accordance with the following data protection principles:
· The organisation processes personal data lawfully, fairly and in a transparent manner.
· The organisation collects personal data only for specified, explicit and legitimate purposes.
· The organisation processes personal data only where it is adequate, relevant and limited to what is necessary for the purposes of processing.
· The organisation keeps accurate personal data and takes all reasonable steps to ensure that inaccurate personal data is rectified or deleted without delay.
· The organisation keeps personal data only for the period necessary for processing.
· The organisation adopts appropriate measures to make sure that personal data is secure, and protected against unauthorised or unlawful processing, and accidental loss, destruction or damage.
The organisation tells individuals the reasons for processing their personal data, how it uses such data and the legal basis for processing in its privacy notices. It will not process personal data of individuals for other reasons.
Data will be accurate and kept up-to-date. If your personal information changes, for example you change address, you must inform your manager as soon as practicable so that the Company’s records can be updated. The Company will annually check the personal data we have on file is accurate and up to date but the Company cannot be held responsible for any errors unless you notified the Company of the relevant change. 
Personal data gathered during the employment, worker, contractor or volunteer relationship, or apprenticeship or internship is held in the individual's personnel file (in hard copy or electronic format, or both), and on HR systems. The periods for which the organisation holds HR-related personal data are contained both in this policy and its privacy notices to individuals.
Data collected will be adequate, relevant and not excessive. The Company will review personnel files from time to time to ensure they do not contain a backlog of out-of-date information and to check there is a sound business reason requiring information to continue to be held.
The organisation keeps a record of its processing activities in respect of HR-related personal data in accordance with the requirements of the General Data Protection Regulation (GDPR).
5. The rights of individuals under GDPR
As a data subject, you have a number of rights in relation to your personal data. 
1. The right to be informed about the Company’s fair processing activities – see Privacy notice
2. The right of access – see the subject access requests process
3. The right to rectification of inaccurate data within one month (two for complex amends)
4. The right to erasure – to request deletion or removal of personal data where there is no    reason for its continued processing
5. The right to restrict processing
6. The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across different services
7. The right to object to processing - Individuals must have an objection on “grounds relating to his or her particular situation”
8. The right to be made aware in relation to any automated decision making and profiling being    carried out
To ask the organisation to take any of these steps, the individual should send the request to their line Manager or alternatively to hr@gsfgroup.com.
6. Subject access request process
Individuals have the right to make a subject access request. If an individual makes a subject access request, the organisation will tell him/her:
· whether or not his/her data is processed and if so why, the categories of personal data concerned and the source of the data if it is not collected from the individual;
· to whom his/her data is or may be disclosed, including to recipients located outside the European Economic Area (EEA) and the safeguards that apply to such transfers;
· for how long his/her personal data is stored (or how that period is decided);
· his/her rights to rectification or erasure of data, or to restrict or object to processing;
· his/her right to complain to the Information Commissioner if he/she thinks the organisation has failed to comply with his/her data protection rights; and
· whether or not the organisation carries out automated decision-making and the logic involved in any such decision-making.
The organisation will also provide the individual with a copy of the personal data undergoing processing. This will normally be in electronic form if the individual has made a request electronically, unless he/she agrees otherwise.
If the individual wants additional copies, the organisation will charge a fee, which will be based on the administrative cost to the organisation of providing the additional copies.
To make a subject access request, the individual should send the request in writing to their line Manager or the HR department or alternatively to SAR@gsfgroup.com. In some cases, the organisation may need to ask for proof of identification before the request can be processed. The organisation will inform the individual if it needs to verify his/her identity and the documents it requires for the purpose of the verification process.	Comment by Sara Tyson: Need to set up this email address
The organisation will normally respond to a request within a period of one month from the date it is received. In some cases, such as where the organisation processes large amounts of the individual's data, it may respond within three months of the date the request is received. The organisation will write to the individual within one month of receiving the original request to tell him/her if this is the case.
If a subject access request is manifestly unfounded or excessive, the organisation is not obliged to comply with it. Alternatively, the organisation can agree to respond but will charge a fee, which will be based on the administrative cost of responding to the request. A subject access request is likely to be manifestly unfounded or excessive where it repeats a request to which the organisation has already responded. If an individual submits a request that is unfounded or excessive, the organisation will notify him/her that this is the case and whether or not it will respond to it.

7. Practical considerations 

7.1. Storing data

The Company will not seek to store data for longer than necessary. The following list indicates the length of time certain types of data would normally be stored for (this list is not exhaustive):  


	Type of information 
	Should be stored for up to:

	Application form/CV
	Duration of employment + 4 years
CV recruitment records up to 2 years

	Payroll and tax information
	7 years

	Employee files containing items such as training records, disciplinary and grievance records, attendance records, medical records etc.

	Duration of employment + 4 years

	Right to work documents
	Duration of employment + 4 years

	Records of accident or injury at work	
	Duration of employment + 4 years
(If under 18 then 4 years from their 18th birthday)



*Why these time periods? Employees may bring certain legal claims etc. against the Company within normally no more than 3 years of their termination date.  This information may be relevant for the purposes of processing and responding to that claim.  Where a claim is ongoing the Company may keep the information for the duration of the claim and any appeal.  

7.2. Holding employee information after employment 

Information held after the end of employment is for use solely for any residual employment related matters including, but not limited to the provision of job references, processing applications for re-employment, matters relating to retirement benefits and to allow the Company to fulfil contractual or statutory obligations.

8. Individual responsibilities

Individuals are responsible for helping the organisation keep their personal data up to date and should notify the Company in a timely manner of any required amends. 

Individuals may have access to the personal data of other individuals and of our customers and clients in the course of their employment, contract, internship etc. Where this is the case, the organisation relies on individuals to help meet its obligations to staff and to customers and clients. 
Individuals who have access to personal data are required:
· to access only data that they have authority to access and only for authorised purposes;
· not to disclose data except to individuals (whether inside or outside the organisation) who have appropriate authorisation;
· to verify the identity of individuals requesting data;
· to keep data secure (for example by complying with rules on access to premises, computer access, including password protection, and secure file storage and destruction);
· not to remove personal data, or devices containing or that can be used to access personal data, from the organisation's premises without adopting appropriate security measures (such as encryption or password protection) to secure the data and the device
· not to store personal data on local drives or on personal devices that are used for work purposes.
Please see the section on Data security for further compliance details. 
9. Knowingly or recklessly breaching data protection requirements or regulations

It must be emphasised that employees may incur criminal liability where they knowingly or recklessly disclose personal data without the consent or authority of their employer. They may also find themselves subject to the Disciplinary Procedure if it is suspected that they are guilty of breaching the obligations in relation to the management of personal data up to and including summary dismissal.

Where employees have concerns of possible data protection breaches they should notify their line Manager or alternatively HR in the first instance. 

10. International data transfers

Personal data may be transferred to countries outside the European Economic Area (EEA) provided that one of the following conditions applies:

a) The country to which the personal data are transferred ensures an adequate level of protection for the data subjects rights and freedoms
b) The data subject has given consent
c) The transfer is necessary for one of the lawful basis for processing including the performance of a contract between us and the data subject, or to protect the vital interests of the data subject
d) The transfer is legally required on important public interest grounds or for the establishment, exercise or defence of legal claims
e) The transfer is authorised by the relevant data protection authority where we have adduced adequate safeguards with respect to the protection of data subjects’ privacy, their fundamental rights and freedoms, and the exercise of their rights. 

Subject to the requirements in the Data security section, personal data may also be processed by staff operating outside of the EEA who work for us or for one of our suppliers. Those staff may be engaged in, among other things, the fulfilment of contracts with the data subject, the processing of payment details and the provision of support services. 

Where it is required, personal data will not be transferred to a country or territory outside the EEA unless that country ensures an adequate level of protection for the processing of personal data.
11. Impact assessments
Some of the processing that the organisation carries out may result in risks to privacy. Where processing would result in a high risk to individual's rights and freedoms, the organisation will carry out a data protection impact assessment to determine the necessity and proportionality of processing. This will include considering the purposes for which the activity is carried out, the risks for individuals and the measures that can be put in place to mitigate those risks.
12. Confidential Information 

12.1. For the purposes of this part of the policy “Confidential Information” is information which has a commercial value to the Company or could cause harm to the Company if it is misused or if it is disclosed outside of the Company.     

13. Definitions 

13.1. "Confidential Information" (howsoever held and including on the Employees own records and devices including, without limitation, in written, oral, visual or electronic form or on any magnetic or optical disk or memory and wherever located) includes information relating to the business, clients, products, affairs and finances of the Company and or any associated Company for the time being confidential to the Company or any associated Company, and trade secrets including, without limitation, technical data and know-how relating to the business of the Company or any associated Company or any of its or their suppliers, clients, investors, agents, distributors, shareholders or management including, but not limited to, any information relating to expansion plans; pricing information; product costing information; margins and profit targets; contractual information; customer and investor lists and contact and personal details; business and marketing plans and presentations; supplier agreements; tenders; projects; joint ventures or acquisitions and developments contemplated, offered or undertaken by the Company or any associated Company; details of the terms of business with, the fees and commissions charged to or by, and the requirements of clients or prospective clients, and suppliers of the Company or any associated Company; and any information marked as ‘confidential’ (or similarly) or unmarked but which the Employee could be reasonably expected to have known was confidential information.  Confidential Information also includes all Intellectual Property owned by the Company and Confidential Information that the Employee creates, develops, receives or obtains in connection with their employment.

13.2. For the avoidance of doubt “Confidential Information” includes customer contacts acquired by employees during the course of their employment with the Company including those held them on their personal LinkedIn account and other social media accounts (“Lists”) held by them. Also included are those customer contacts on those Lists that were already contacts of the employee on commencement of their employment, but with whom their relationship has materially increased or developed during their employment with the Company and as a result of their employment duties during that employment.  While general duties towards Confidential Information as outlined in this Clause are enduring, the duty not to solicit the trade of these customer contacts away from the Company is limited to 6 months from the termination of employment or the time period time period described in any Restrictive Covenant Clause in a particular employee’s contract of employment.

13.3. “Copies”:  copies or record of any Confidential Information in whatever form (including without limitation, in written, oral, visual or electronic form or on any magnetic or optical disk or memory and wherever located) including, without limitation, extracts, analysis, studies, plans, compilations or any other way of representing or recording and recalling information which contains, reflects or is derived or generated from Confidential Information. 

14. Individual responsibilities

14.1. Employees are duty bound to only use Confidential Information in the course of their employment to further the best interests of the Company and to enable them to go about their normal job duties. Confidential Information remains the property of the Company at all times including after the ending of the Employee’s employment, howsoever that employment ended.


14.2. Without prejudice to their common law duties the Employee shall not at any time after termination of their employment (howsoever arising):

14.2.1. Use any Confidential Information; or
14.2.2. Make or use any Copies; or
14.2.3. Disclose any Confidential Information to any person, company or other organisation whatsoever.

14.3. The Employee is responsible for protecting the confidentiality of Confidential Information and shall:

14.3.1. Use their best endeavours to prevent the use or communication of any Confidential Information by any person, company or other organisation; 
14.3.2. Where Confidential Information is stored on memory devices or portable equipment (laptops, phones etc.) the devices should be securely password protected and should be securely stored when not in use, not left unattended or on show in vehicles etc. Theft of information often results from pick-pocketing or house or car burglaries. Employees are required to take sensible measures to protect Company equipment provided to them.       
14.3.3. Inform the Directors immediately on becoming aware, or suspecting, that any such person, company or organisation knows or has used any Confidential Information. 

15. Post-employment requirements

15.1. Upon termination of employment for whatever reason; or before the start of any period of Garden Leave; and at any time on request the Employee shall deliver up to the Company all Confidential Information and working papers or other material (in whatever format it is stored, including electronically on the employee’s own devices or files) and Copies provided to the Employee pursuant to their employment or prepared by the Employee either in pursuance of their employment or previously. The Employee shall not retain any Confidential Information or Copies and shall ensure all remaining copies are irretrievably deleted and shall provide such reasonable assurance of this to the Company as the Company may request, which may include allowing the Company to inspect the Employee’s own devices where it is reasonably believed that Confidential Information may have been held on those devices. 

15.2. The Employee SHALL NOT delete Confidential Information until the Company has received it from the Employee. Such acts may be construed as gross misconduct, and in such circumstances the Employee and the Company agree that such gross misconduct will not release the Employee from their obligations under this policy nor from any post-employment restrictive terms as may be set out in the employee’s contract of employment.  

The obligations of confidentiality set out in this policy shall not apply to material which (i) is in the public domain at the time of disclosure or use by the Employee other than by breach of the Employee of their obligations under this Agreement; or (ii) is proved (by documentary evidence) to have been already be in the possession of the Employee and at their free disposal prior to disclosure to them by the Company; or (iii) has been received by the Employee from a bona fide third party without breach of any obligations by such third party to the Company and where that third party has or had the right to disclose or use the information.

Nothing in this policy shall prevent an employee from making a protected disclosure within the meaning of S43A of the Employment Rights Act 1996 or from making any use or disclosure which has been authorised by the Company and is required by law or by the Employee’s employment.

Confidential Information should never be left unsupervised, including when working on public transport on laptops etc. which may be overlooked. 




16. Data security

The organisation takes the security of personal data and confidential information seriously. The Company will ensure that all personal data will be processed fairly and lawfully and must not be processed unless certain conditions are met in relation to personal data and additional conditions are met in relation to sensitive personal data. The conditions are either that the employee has given consent to the processing, or there is a lawful basis for processing.
 
With regards to Confidential information employees must ensure that it is only used within the course of their duties and secured when not in use.

Furthermore the Company has taken appropriate technical and organisational measures to protect against unauthorised or unlawful processing of personal data, confidential information and against accidental loss or destruction of, or damage to both. Personnel files and confidential information must be stored in locked filing cabinets provided. Only authorised employees must have access to these files. Files will not be removed from their normal place of storage without good reason. Personal data or confidential information stored on discs, memory sticks, portable hard drives or other removable storage media will be kept in locked filing cabinets or locked drawers when not in use by authorised employees. 

Data held on computers will be stored securely by means of password protecting the computer, encryption or coding documents when required, and again only authorised employees have access to that data. Data users will be required to lock their computers when leaving them unattended. Desktop computers should be locked when left unattended and the introduction of computer viruses etc. or malicious software should be avoided by ensuring that all incoming emails are virus-scanned, that no software other than Company approved software is installed on Company machines and that no hardware (including memory devices etc.) are used on Company equipment unless those devices have been provided by the Company and have only ever been used on Company equipment and in the proper conduct of Company business. The Company also has network backup procedures to ensure that data on computer cannot be accidentally lost or destroyed. When data is to be destroyed, paper documents will be shredded and digital storage devices will be physically destroyed when no longer required. 
Where the organisation engages third parties to process personal data or confidential information on its behalf, such parties do so on the basis of written instructions, are under a duty of confidentiality and are obliged to implement appropriate technical and organisational measures to ensure the security of data.
17. Data breaches
If the organisation discovers that there has been a breach of personal data and or confidential information that poses a risk to the rights and freedoms of individuals, it will report it to the Information Commissioner within 72 hours of discovery. The organisation will record all data breaches regardless of their effect on an inhouse data breach register.
If the breach is likely to result in a high risk to the rights and freedoms of individuals, it will tell affected individuals that there has been a breach and provide them with information about its likely consequences and the mitigation measures it has taken.
If you suspect or identify a data breach please inform the business in writing at dataprotection@gsfgroup.com.
18. Training
The organisation will provide training to all individuals about their data protection responsibilities as part of the induction process and at regular intervals thereafter.
Individuals whose roles require regular access to personal data, or who are responsible for implementing this policy or responding to subject access requests under this policy, will receive additional training to help them understand their duties and how to comply with them.
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